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PURPOSE: to present a Communication from the Commission on "Creating a Safer Information Society 
by Improving the Security of Information Infrastrucutres and Combating Computer-related Crime. 
CONTENT: This Communication discusses the need for and possible forms of a comprehensive policy 
initiative in the context of the broader Information Society and Freedom, Security and Justice objectives 
for improving the security of information infrastructures and combating cybercrime, in accordance with 
the committment of the European Union to respect fundamental human rights. In the short-term, the 
Commission believes that there is a clear need for an EU instrument to ensure that Member States have 
effective sanctions in place to combat child pornography on the Internet. The Commission will introduce 
later this year a proposal for a Framework Decision which, within the wider context of a package covering 
issues associated with the sexual exploitation of children and trafficking in human beings, will include 
provisions for the approximation of laws and sanctions. In the longer-term, the Commission will bring 
forward legislative proposals to further approximate substantial criminal law in the area of high-tech 
crime. In accordance with the conclusions of the European Council in Tampere in October 1999, the 
Commission will also consider the options for mutual recognition of pre-trial orders associated with 
cybercrime investigations. In parallel, the Commission intends to promote the creation of specialised 
computer-crime police units at the national level, where they do not already exist, support appropriate 
technical training for law enforcement and encourage European information security actions. As the 
technical level and in line with the legal framework, the Commission will promote R&D to understand 
and reduce vulnerabilities and will stimulate the dissemination of know-how. The Commission intends 
also to set up an EU Forum in which law enforcement agencies, Internet Service Providers, 
telecommunications operators, civil liberties organisations, consumer representatives, data protection 
authorities and other interested parties will be brought together with the aim of enhancing mutual 
understanding and co-operation at EU level. The Forum will seek to raise public awareness of the risks 
posed by criminals on the Internet, to promote best practice for security, to identify effective counter-
crime tools and procedures to combat computer-related crime and to encourage further development of 
early warning and crisis management mechanisms. 
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